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···
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Physical Page Number
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• User/Supervisor bit defines in which privilege level the page can be accessed
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• Meltdown is not a fully solved issue

• The tree is extensible

• Silicon fixes might not be complete
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• Meltdown not the only transient execution attacks

• Spectre is a second class of transient execution attacks

• Instead of faults, exploit control (or data) flow predictions
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• CPU tries to predict the future (branch predictor), . . .

• . . . based on events learned in the past

• Speculative execution of instructions

• If the prediction was correct, . . .

• . . . very fast

• otherwise: Discard results
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Spectre Root Cause www.tugraz.at

• Many predictors in modern CPUs

• Branch taken/not taken (PHT)

• Call/Jump destination (BTB)

• Function return destination (RSB)

• Load matches previous store (STL)

• Most are even shared among processes
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Analysis www.tugraz.at

• Questions:

• Size of speculation window?

• Best working gadget?

• Experiment Setup:

• ARM Cortex A-57

• Spectre-PHT with F+R

• 1 run: leak 1 byte

• 1 test: do n runs in m different processes
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Preliminary study (m = 10) www.tugraz.at
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Results: Dependency chains www.tugraz.at

asm volatile("mov x3 , #0"

"mul x3 , x3 , x3"

"mul x3 , x3 , x3"

...

"mov %0, x3"

: "=r"(res));

if((x + res) < len)

oracle[data[x]*4096];
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Maximal speculation window size: 57 instructions at a chain length of 22
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Results: Cache miss www.tugraz.at
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Results: TLB miss www.tugraz.at

char* addr = malloc (...);

*addr = 0;

...

flush_tlb ();

if((x + *addr) < len)

oracle[data[x] * 4096];

a
Average TPR 0.97

Speculation window size 57 instructions
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Transient Execution Attacks: Phases www.tugraz.at

preface1

reconstruct5

trigger instruction 2

transient instructions 3

fixup4

time
architectural architecturaltransient execution 
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Gadget Classification www.tugraz.at

Attack

1. Preface 2. Trigger example 3. Transient 5. Reconstruction

Covert channel

Flush/Prime/Evict - Load/AVX/Port/... Reload/Probe/Time

Meltdown-US/RW/GP/NM/PK

(Exception suppression) mov/rdmsr/FPU Controlled encode Exception handling

Meltdown-P

(L1 prefetch) mov Controlled encode & controlled decode

Meltdown-BR

- bound/bndclu Inadvertent leak same as above

Spectre-PHT

PHT poisoning jz Inadvertent leak Controlled decode

Spectre-BTB/RSB

BTB/RSB poisoning call/jmp/ret ROP-style encode Controlled decode

Spectre-STL

- mov Inadvertent leak Controlled decode

NetSpectre

Thrash/reset jz Inadvertent leak Inadvertent transmit

47 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Gadget Classification www.tugraz.at

Attack 1. Preface

2. Trigger example 3. Transient 5. Reconstruction

Covert channel Flush/Prime/Evict

- Load/AVX/Port/... Reload/Probe/Time

Meltdown-US/RW/GP/NM/PK (Exception suppression)

mov/rdmsr/FPU Controlled encode Exception handling

Meltdown-P (L1 prefetch)

mov Controlled encode & controlled decode

Meltdown-BR -

bound/bndclu Inadvertent leak same as above

Spectre-PHT PHT poisoning

jz Inadvertent leak Controlled decode

Spectre-BTB/RSB BTB/RSB poisoning

call/jmp/ret ROP-style encode Controlled decode

Spectre-STL -

mov Inadvertent leak Controlled decode

NetSpectre Thrash/reset

jz Inadvertent leak Inadvertent transmit

47 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Gadget Classification www.tugraz.at

Attack 1. Preface 2. Trigger example

3. Transient 5. Reconstruction

Covert channel Flush/Prime/Evict -

Load/AVX/Port/... Reload/Probe/Time

Meltdown-US/RW/GP/NM/PK (Exception suppression) mov/rdmsr/FPU

Controlled encode Exception handling

Meltdown-P (L1 prefetch) mov

Controlled encode & controlled decode

Meltdown-BR - bound/bndclu

Inadvertent leak same as above

Spectre-PHT PHT poisoning jz

Inadvertent leak Controlled decode

Spectre-BTB/RSB BTB/RSB poisoning call/jmp/ret

ROP-style encode Controlled decode

Spectre-STL - mov

Inadvertent leak Controlled decode

NetSpectre Thrash/reset jz

Inadvertent leak Inadvertent transmit

47 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Gadget Classification www.tugraz.at

Attack 1. Preface 2. Trigger example 3. Transient

5. Reconstruction

Covert channel Flush/Prime/Evict - Load/AVX/Port/...

Reload/Probe/Time

Meltdown-US/RW/GP/NM/PK (Exception suppression) mov/rdmsr/FPU Controlled encode

Exception handling

Meltdown-P (L1 prefetch) mov Controlled encode

& controlled decode

Meltdown-BR - bound/bndclu Inadvertent leak

same as above

Spectre-PHT PHT poisoning jz Inadvertent leak

Controlled decode

Spectre-BTB/RSB BTB/RSB poisoning call/jmp/ret ROP-style encode

Controlled decode

Spectre-STL - mov Inadvertent leak

Controlled decode

NetSpectre Thrash/reset jz Inadvertent leak

Inadvertent transmit
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Gadget Classification www.tugraz.at

Attack 1. Preface 2. Trigger example 3. Transient 5. Reconstruction

Covert channel Flush/Prime/Evict - Load/AVX/Port/... Reload/Probe/Time

Meltdown-US/RW/GP/NM/PK (Exception suppression) mov/rdmsr/FPU Controlled encode Exception handling

Meltdown-P (L1 prefetch) mov Controlled encode & controlled decode

Meltdown-BR - bound/bndclu Inadvertent leak same as above

Spectre-PHT PHT poisoning jz Inadvertent leak Controlled decode

Spectre-BTB/RSB BTB/RSB poisoning call/jmp/ret ROP-style encode Controlled decode

Spectre-STL - mov Inadvertent leak Controlled decode

NetSpectre Thrash/reset jz Inadvertent leak Inadvertent transmit
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Spectre Variants www.tugraz.at

Transient

cause?
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Transient

cause?

Spectre-type

microarchitec-

tural buffer
Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

mistraining

strategy Cross-address-space

Same-address-space

PHT-CA-IP

PHT-CA-OP

PHT-SA-IP

PHT-SA-OP

in-place (IP) vs., out-of-place (OP)

Cross-address-space

Same-address-space

BTB-CA-IP

BTB-CA-OP

BTB-SA-IP

BTB-SA-OP

Cross-address-space

Same-address-space

RSB-CA-IP

RSB-CA-OP

RSB-SA-IP

RSB-SA-OP

prediction
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Spectre Fix www.tugraz.at

• Spectre is not a bug

• It is an useful optimization

→ Cannot simply fix it (as with Meltdown)

• Workarounds for critical code parts
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Spectre Defense Categorization www.tugraz.at

Spectre defenses in 3 categories:

C1 Mitigating or reducing

the accuracy of covert

channels

C2 Mitigating or aborting

speculation

C3 Ensuring secret data

cannot be reached
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Spectre: Defense Analysis www.tugraz.at
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Spectre Misconceptions www.tugraz.at

• Many countermeasures only consider the cache to get data...

• ...but there are other possibilities, e.g.,

• Port contention (SMoTherSpectre)

• AVX (NetSpectre)

• Cache is just the easiest

52 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Spectre Misconceptions www.tugraz.at

• Many countermeasures only consider the cache to get data...

• ...but there are other possibilities, e.g.,

• Port contention (SMoTherSpectre)

• AVX (NetSpectre)

• Cache is just the easiest

52 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Spectre Misconceptions www.tugraz.at

• Many countermeasures only consider the cache to get data...

• ...but there are other possibilities, e.g.,

• Port contention (SMoTherSpectre)

• AVX (NetSpectre)

• Cache is just the easiest

52 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Spectre Misconceptions www.tugraz.at

• Many countermeasures only consider the cache to get data...

• ...but there are other possibilities, e.g.,

• Port contention (SMoTherSpectre)

• AVX (NetSpectre)

• Cache is just the easiest

52 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Spectre Misconceptions www.tugraz.at

• Many countermeasures only consider the cache to get data...

• ...but there are other possibilities, e.g.,

• Port contention (SMoTherSpectre)

• AVX (NetSpectre)

• Cache is just the easiest

52 Barbara Gigerl (@barbarag2112), Claudio Canella (@cc0x1f) — Graz University of Technology



Spectre Mitigations www.tugraz.at

• Current mitigations are either incomplete or cost performance

→ More research required

• Both on attacks and defenses

→ Efficient defenses only possible when attacks are known
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Transient Execution Attacks www.tugraz.at

Transient

cause?

Spectre-type

microarchitec-

tural buffer

Meltdown-type

fault type

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

mistraining

strategy
Cross-address-space

Same-address-space

PHT-CA-IP

PHT-CA-OP

PHT-SA-IP

PHT-SA-OP

in-place (IP) vs., out-of-place (OP)

Cross-address-space

Same-address-space

BTB-CA-IP

BTB-CA-OP

BTB-SA-IP

BTB-SA-OP

Cross-address-space

Same-address-space

RSB-CA-IP

RSB-CA-OP

RSB-SA-IP

RSB-SA-OP

Meltdown-NM

Meltdown-AC

Meltdown-DE

Meltdown-PF

Meltdown-UD

Meltdown-SS

Meltdown-BR

Meltdown-GP

Meltdown-US

Meltdown-P

Meltdown-RW

Meltdown-PK

Meltdown-XD

Meltdown-SM

Meltdown-MPX

Meltdown-BND

prediction

fault

Meltdown-US-L1

Meltdown-US-L3

Meltdown-US-LFB
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Transient Execution Attacks www.tugraz.at

• Transient Execution Attacks are...

• ...a novel class of attacks

• ...extremely powerful

• ...only at the beginning

• Many optimizations introduce side channels → now exploitable
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